Total No. of Questions : 8] [Total No. of Printed Pages : 3

Roll No. ......cccccovuv... ...

CY-402 (GS)
B.Tech., IV Semester
Examination, December 2024
Grading System (GS)
Fundamental of Cyber Security

Time : Three Hours
Maximum Marks : 70

Note: 1) Answer any five questions.
forgl ia wslt &1 54 BifoTg
i1) All questions carry equal marks.
ol ust & 96 e gl
i11) In case of any doubt or dispute the English version question should

be treated as final.

ot Wt R & Ty iyar fdare & Ay 7 s v & uy
P SifdH AT SR

1. a) Define Cyber Crime. Classify the different types of Cyber Crimes.
TR AURTY Pl GRUINT B | AT TR & AaR ORIl &1 aifiend

R
b) Write short notes on the Internet Time Theft.

AT R 99T Bt IR R e ey ford |

2. a) What are the distinguishing characteristics between email spoofing and

spamming, and how do these practices impact cyber security measures

and user trust in online communication?

$Ha WK SR Wi $ fiT (ke fRvad ®&1 ¢ 8k 3
SR GR&M Ul 3R Sfieig ¥R H Swdiedisll & fayr &1
$Y TuIfad X 72
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4. a)
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5. a)
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6. a)
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Differentiate Hackers and extremist groups.
gHY SR TAUR Wl # 3R W

What are the different types of computer network intrusion techniques?
Explain how we prevent them with suitable examples?

PR Hedd gUUS dd-iid! ® AT UPR T 87 ITIS IaexuN
® Y 9d3¢ fb g0 I8 Y Adhd 82

How does web jacking differ from traditional hacking methods, and
what are the specific techniques and vulnerabilities exploited in web
jacking attacks?

39 ST yRUNS efe ol ¥ g geR i @ 3R a9 ST
gAE & IUIRT Pt o arelt ARy i iR HHeNar & 82

What are the different strategies followed to tackle the Cyber Crimes?
Explain them. .
ORI ¥ e & e sioArs §F arel fafte ool Ja g2
REIRS IR

How has the proliferation of teenage web vandals impacted online
communities and digital spaces and what measures can be implemented
to mitigate their influence and protect internet integrity?

fPRR o9 JGHRN & TR 9 3o Iar! 3R fSied ®MEl &
®HY THIAd fHar § iR S UHTd &I HH H 3R Fe-c TGSl
@1 &1 & U 1 IU @] fhu o ¥&d g2

How the nature of criminality effects the Cyber Crime? Provide
necessary examples.

IRTTABAT Bl Uk AR ORTY DI HY THIAT Hall 8?7 HIAD
RIARNUR AT

Compare and contrast The Indian Evidence Act of 1872 v/s
Information Technology Act, 2000.

1872 & YR T8 1Ry 99 o1 wenfiet iffas, 2000 o1
I @R SR SR IR

Explain in brief about the role of proving electronic messages in the
Cyber Crime.

TEER RTY H S b Y=l I JHIOI B bl HHHT D IR | geg o
SRIELY
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b) Write short notes on the electronic agreements as the proofs of the
Cyber Crime.
TR WY & YA & 0 H FaaeHe Jagal W I Fiey
forg|

7. a) How has the evolution of computer viruses influenced the cybercrime

and what are the most significant challenges in detecting and
mitigating the viruses?

HICY dERY & fAhN 7 AR (WY B DY YHIId fbar § 3R
IRRY &1 Udl T 3R 3¢ HH & # Ja9 Hgayul gHiaal o
g7

b) Write short notes on the DDoS Attacks.
DDoS gHdl IR Hféna ey ford|

8. Write short notes on any two of the following:

frafefad # @ f=l & wR Jfére feooh fefau

1) Salami Technique

11) Software Piracy
i1i1) Cyber Fraud
1v) Trojan Horses

*kkkk*k

CY-402 (GS)



