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CY-402 (GS)
B.Tech., IV Semester
Examination, June 2022
Grading System (GS)
Fundamental of Cyber Security

Time : Three Hours
Maximum Marks : 70

Note: 1) Answer any five questions.
forgl ia wslt &1 54 BifoTg
i1) All questions carry equal marks.
ol ust & 96 e gl
i11) In case of any doubt or dispute the English version question should

be treated as final.

ot Wt R & Ty iyar fdare & Ay 7 s v & uy
P SifdH AT SR

1. a) Give difference between spoofing and phishing. 5
HihT 3R B & sidr syl
b) Explain spamming with suitable example. 5

T 3 Iuged IeTERU Wigd HSU|

c) What is Salami attack explain with example? 4

AT 3fch T § I<Tevl died JHSSU|

2. a) How do you prevent network intrusions? 7
3T Acad qUUS DI HY Adhd 82
b) What is password sniffing in cyber security? 7
SR W& § Urgas AT &1 57
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What are the characteristics of cyber criminals?

qgeR AR Bt AT 1 87

What 1s World Wide Web? Explain.
acs dlgs 9 &1 %? HHLAIRU

Discuss the impact of Digital signatures in ITA 2000.
ITA 2000 H f&fored RigR & Uvrd &1 ==i Sife|

What are the positive aspects of the ITA 2000? Explain.

ITA 2000 & IHRIAD UgeL 1 &7 JHSU

Write a short note on Network Forensics.

dead BRIYFY IR e fewuft fafau|

What is cyber defamation and harassment?

IgeR AMBIH 3R IS 1 87

What are some examples of password attack techniques?

URIdS 3ch db-Idh] & HY Iaer0l adsu|

How does viruses and worms works in cyber-attacks?

ISR 3ich H dRRY 3R I HT BHH Hd &7

What are the most common attacks on wireless networks?

IR dcde R gy 39 gHd HI-3 &7

What is spyware and key loggers?
WIFIAR 3R Pt AT HT 57

Explain the following terms according to IT Act 2000:

1) Records as evidence

i1) Proof of electronic agreements

111) Status of electronic

1v) Software Piracy
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IT Act 2000 & 3IIR AHfRId Wsal I FHAST
i) I9d ® IR W Repre
DIESESIREEEIRIEIRIER]
iii) Sdaci-® & fUfd
iv) TTFCATR UTaRE!
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