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CY-402
B.Tech./B.Tech. (Working Professional) IV Semester
Examination, June 2025
Grading System (GS) / Working Professional
Fundamental of Cyber Security

Time : Three Hours
Maximum Marks : 70

Note: 1) Answer any five questions.

foea! Ula U9l &1 g DI
i1) All questions carry equal marks.
gl Uil & T 3ib 3|
i11) In case of any doubt or dispute the English version question should

be treated as final.

ot ot U R & Heg 3ryar faare & fafy & 3 HIST & Uy 1 3ifaH
HET SR

1. a) What is cybercrime and how has the rise of the internet and mobile
devices influenced its growth?
AR 3IRTY T § IR ScrAc adl HIESd IUHUI & I&d - 39d [dh™
&I e YR wIfad far 82

b) How do differences in cyber laws and lack of international cooperation

affect enforcement?
AR B A R MR SR TgarT $t HH A Taad R T THG
USdl 87

2. a) Define Spamming. How does spamming affect individuals and

organizations? Describe types of spam (email, SMS, social media).

CY-402 P.T.O.



[2]
T o gRYTRG B3| W AfFTar iR TTe! Bl DA YHIfad
Bl 87 WH B YBRI (SHd, SMS, Tt Hifsan o1 9ol B3|

b) Discuss the implications of web jacking on individuals and

organizations, and suggest counter measures to prevent such attacks.

frdt 3R TS TR a9 wifdh T & YHIE! TR =i B3, a1 T8 gHal bl b
& foru Iurg g

3. a) Explain the concept of software piracy. Discuss its various forms,

including softlifting, counterfeiting and online piracy.

IMredtR U] &1 YR HI JHIMSU| AlTeialGeT, Sadmol 3R
3T Ters U Ofed g9 fafte i R T &R |

b) What is password sniffing? Describe the techniques used in sniffing
attacks and how they can compromise user data.
gras At ar g7 Rafth gHal § S¥HTd &1 ofF aTdl! ddb-1dh! BT qui
PR 3R L b o STATEwdl ScT § DY THIIT HR Adhd 62

4. a) How does the Information Technology Act, 2000 address various cyber

crimes in India?

T Ui Siffam, 2000 HRA § faftd WgeR SroRief ¥ o e
87

b) Who are teenage web vandals, what motivates them and what

psychological and social factors contribute to their behavior?
fhRIR A9 fadqd DIF 5, I w1 URT AT 8 qUT S J HAlGFID 3R

ATHINS BRP I9h HdeR | TNTEH Hd a2

5. a) Discuss the monetary penalties and adjudication mechanisms provided
under the IT Act, 2000 for cyber offences.
ISR SORTET & forg 1T i, 2000 & T8 Ua fht U Mfsd €8 ok
Ui o IR = B
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Discuss the evolution of India's legal framework for evidence,
comparing the Indian Evidence Act, 1872 and the Information
Technology Act, 2000.

YR T1&g AfATw, 1872 iR Yo Weifite! ififam, 2000 &1 e
HRd gU eI & I YR & B oid & [ah IR I e |

How do courts assess whether electronic evidence can be accepted and

relied upon in criminal and civil cases?

T I8 Y AHTHAT Bd ¢ & RIS MR Rifgd ama | sadei-e
T1&d B! WIBR baT S Gabdl 8 A1 a1 SR I TR W1 fobaT S Febell @ AT
Tel?

Explain electronic agreements under Indian law, their validation, and

provisions in the IT Act and Indian Contract Act ensuring

enforceability.

YR B & d8d gaag] - THIdl, 37d FTd- au IT fIHaq iR
YR ey Sffad & gad-iadl GREd &= aret grau™! & e
DR

What are DoS and DDoS attacks? Explain their mechanism, objectives

and impact on online services and infrastructure.

DoS 3fR DDoS 8Hd &1 §? 36 dF, e 3R 3iars- Iarsft iR
§HaTE! ¢fd IR UHTG &1 SR HR |

Discuss types of attacks on wireless networks, including Wi-Fi
sniffing, rogue access points and man-in-the-middle attacks.

IRRAY Hcdd R g dld gHdl & BRI W i o, oFH ar3-wTs A,
B TRIY UgT 3R H9-37-3-frse gl 2l &
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8.  Write short notes on any Two

1) The E-mail Spoofing in cyber crime
i1) Web Servers Hacking
i11) Strategies to Tackle Cyber Crime

1v) Proxy Servers and Anonymizers

fop=gl &l Wk e fewoh ford|

i) TSER SORTY | -7 YT

ii) 99 R gfpT

iii) AR RTY ¥ e &t IoHifaar
iv) OTaft Iak 3R TAfage
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