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Fundamental of Cyber Security

Time : Three Hours
Maximum Marks : 70

Note: 1) Answer any five questions.
forgl ia wslt &1 54 BifoTg
i1) All questions carry equal marks.
ol ust & 96 e gl
i11) In case of any doubt or dispute the English version question should

be treated as final.

ot Wt R & Ty iyar fdare & Ay 7 s v & uy
P SifdH AT SR

1. a) Explain cyber crime. Mention some important cyber crime and explain
each of them.
AR B P THIRU| HF Hedqul ARaR AR & Iead Hifod
3R 39H ¥ TS DI AR Hifoid|

b) Explain E-mail spoofing, spamming.

$-Aa WitpT, W B IHRT

2. a) Explain web jacking along with the prevention measure of online fraud

and software piracy.

99 ST & TY-TY AR RIS IR Ieddy Ui @l
ABYH D IUEI Bl RS PR |

CY-402 (GS) P.T.O.



2]

b) What is theft in cyber terrorism also explain web server hacking?

TR 3Adpare A IR &7 g I8 4l 99 IR 8fT &1 Irem e
8?

3. a) Explain criminal justice with some of the main provisions of cyber
crime in IT Act 2000.

3Isct SMRAIFIH 2000 H ARER WY &I HF &I WAUH & Y
RIS AT Bl RS DIfoIC|

b) Explain DoS and DDoS attacks in brief. What are the techniques
behind such attacks?

DoS 3R DDoS 3¢ &I Hau H JHemzul U8 gHdl & Ul &
dobid g7

4. a) Explain Indian Evidence Act 1872. What are the provisions mention
in it.
YR 18 SHiafas 1872 &1 GHEU| SHH T WGl b1 I
87

b) What do you understand by attack on web server? Explain the steps
taken to avoid web server hacking.

99 AR TR 3ATHHUT T 3 T IHSIA 82 I8 IR g7 4 §91 &
forT I3 U FeHl FHt RS iUl

5. a) List down some of the strategies to tackle cyber crime.
IR R F e & o e uHIfaal ot et s

b) Explain the term ‘Hacking’. What are the various classification of
hacker? Mention them.

BfhT o Bl IR BIY| ghR P Al THBR0T HT g7 ITHI
I |

6. a) What do you mean by ‘Salami attack’? What are the adverse effect on
economic structure of society. Explain with example.

HATH FAAT F 3T T TH g7 AN P AP AT R Ufddmd
gHTd &1 87 IR0 Afed IHSRT|
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Explain defamation in the context of cyber crime. Mention the provision

of cyber defamation.

qER WY & e # AFg &t s vl agsk AFeia &
YAy &1 I@d Diod|

What do you understand by the term VIRUS and WORMS along with
their types in details.

IRRY 3R ®H T I AU T IHYd § 3R 3% USRI ® aR o
faaR ¥ 9|

Explain “Software Piracy” write down various activities that constitutes

software piracy.

HUCIWR " Bt AT BRI fafvw wfafafdi o1 ford i
TIFEdmR U BT T84 el 7

How to find record as evidence to proof and management of electronic
record for relevancy.

URifTedl & i Sddei-e Rele & J9d 3R Uaed ® deH & = o
R#lg o @l |

Explain Session Hijacking with the method of initiating session
hijacking.

UIE FROBT &I IRY FA B Ay & Wy IIF gRofBT B
REEIEY
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